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Decision/action requested

It is requested to approve this new solution for TR 33.857.
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3
Rationale

For UE onboarding in SNPN, the mutual authentication between the UE and the O-SNPN is required. However as the UE cannot be assumed to always have the credential for the O-SNPN and vice versa before onboarding, there are several proposed solutions in [1] for the UE authentication during onboarding using the default credential and the DCS(Default Credential Server). From our observation, these solutions assume that the DCS can provide either the 5G authentication functions or the legacy authentication mechanimsm so that the primary authentication(e.g., 5G-AKA, EAP-AKA', EAP-TLS and etc) between the UE and the DCS can take place. Although we see these solutions are reasonable and necessary, but we do think there is also a need to develop another solution to support the case where the DCS cannot provide the authentication functionality. 
In addition, the existing solution with EAP-TLS as defined in [2] assumes that the UE is required to be pre-configured with certificates that can be used to verify server certificates, and the AUSF is required to be pre-configured with the root or any intermediary CA certificates that can be used to verify UE certificates. This assumption requires every CA (DCS in this case) to provides every possible UE root certificates to every tentative O-SNPN in advance. If the DCS modifies the UE root certificates or uses different type of root certificates for different type of devices, then it should ask every O-SNPN again to maintain and manage for the updates everytime, which could be inefficient. 
This solutions presents a new solution to address these aspects, where the mutual authentication(EAP-TLS) is performed between the UE and the AUSF in the O-SNPN with the necessary "authentication data" dynamically provided by the DCS during the authentication procedure (before starting the EAP-TLS procedure). 
4
Detailed proposal

*****Start of change*****
6.x
Solution #x: UE Onboarding for an SNPN with EAP-TLS

6.x.1
Introduction

This solution addresses key issue 4 "Securing initial access for UE onboarding between UE and SNPN". This solution describes how the UE performs the initial access to the O-SNPN(Onboarding SNPN) with the primary authentication between the UE and the O-SNPN using EAP-TLS to obtain the address of the PS(Provisioning Server) that is responsible for managing and distributing the credentials of the target SNPN. The actual provisioning mechanism from the PS to the UE is outside the scope of this solution. 

6.x.2
Solution details

6.x.2.1. General
In this solution as depicted in the figure 6.x.2.2-1, during the onboarding procedure the UE and the O-SNPN perform primary authentication using EAP TLS. To perform EAP-TLS between the UE and the O-SNPN the following fundamental approaches are applied in this solution.

The UE is pre-configured with :

· A UE(device) certificate.

· An unique user identifier within the DCS domain in NAI(Network Access Identifier) format.

· All the necessary SUCI generation information including a list of public key(s) of the DCS and their corresponding identifier(s) 

· The root or any intermediary CA certificates that can be used to authenticate the O-SNPN during the authentication procedure

The O-SNPN :

· has a network certificate

· obtains the root or any intermediary CA certificates that can used to authenticate the UE from the DCS during the authentication procedure.

It is assumed that the O-SNPN and the DCS have a business engagement so that the security sensitive information needed for the primary authentication can be transmitted between them securely. The actual interface between them is out of scope of this solution.

6.x.2.2. Procedure
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Figure 6.x.2.2-1: Remote UE onboarding procedure

0. The UE is pre-configured with an unique user identifier(SUPI) within the DCS domain in NAI format (e.g., user1@example.com), a UE certificate, the root or any intermediary CA certificates that can be used to authenticate the O-SNPN certificate during the primary authentication and the SUCI generation information including a list of public key(s) of the DCS and their corresponding identifier(s). The SUCI computation at UE and the SUCI de-concealment and validation at DCS are same as specified in TS 33.501 [14].
NOTE: The The SUCI generation information is pre-configured together with UE certificate as described in clause 6.x.2.1. If no Routing Indicator is configured, this data field is set to the default value 0. 

1. The UE selects O-SNPN for onboarding and sends Registration Request message to the AMF containing the SUCI. When computing a SUCI, the UE uses the provisioned public key of the DCS. Assuming the SUPI in NAI format provided by the DCS is user1@example.com, the routing indicator is 0 and the DCS's public key identifier is 15, the NAI format for the SUCI takes the form:

· For the Profile<A> protection scheme:

type1.rid0.schid1.hnkey15.ecckey<ECC ephemeral public key>.cip<encryption of user1>.mac<MAC tag value>@example.com

2. The AMF sends Authentication Request including the received SUCI to the AUSF and indicates that the UE is registering for onboarding.

3. The AUSF selects DCS based on the SUCI and requests information that is necessary to authenticate the UE. When requesting, the AUSF includes the UE's SUCI. It is assumed that there is a prior business relationship and a secure connection established between the AUSF and the DCS. The interface between AUSF and DCS can be defined via a NEF if the DCS is considered as AF, or via a NSSAAF if the DCS can support legacy protocols (e.g., Diameter).
4. The DCS finds the SUPI to identify the UE by de-concealing the received SUCI using its private key that is corresponding to the DCS's public key identifier. This implies that the DCS needs to mimic the role of SIDF/UDM with functionality related to SUCI de-concealment. Then the DCS retrieves the necessary information for the identified UE from its data base as follows and provides them along with the UE's SUPI to the AUSF of the O-SNPN:
1) The root or any intermediary CA certificates that can be used to authenticate the identified UE's certificate
2) The PS_Address that can be used for the UE to ask credentials for the target SNPN later
5. With the received SUPI and the authentication information, the AUSF chooses EAP-TLS as the authentication method and performs the primary authentication with the UE as specified in TS 33.501 Annex B.2.1.1 (from step 6). The UE authenticates the O-SNPN with the certificates given in step 0, and the O-SNPN authenticates the UE with the certificates provided in step 5. 

6. The AUSF sends the authentication result including the keying material, the SUPI and the PS_Address to the AMF. 

7. After performing the NAS SMC the AMF sends Registration Accept to the UE.

8. The AMF sends the PS address to to the SMF during the PDU Session Establishment procedure.

6.x.3
System impact

UE:

-
The UE needs to be provisioned by the DCS with some information that are required for primary authentication with O-SNPN

-
When registering to O-SNPN for onboarding, the UE builds SUCI using the public key and other information provisioned by the DCS

-
The UE needs to support authentication using EAP-TLS

AUSF: 

-
The AUSF needs to find DCS's address based on the SUCI

-
The AUSF needs to retrieve the necessary information to authenticate the UE and the PS_address for the UE from the DCS

-
The AUSF needs to support authentication using EAP-TLS

AMF:

-
The AMF sends the PS_address to the SMF during the PDU Session Establishment procedure
6.x.4
Evaluation

This solution fulfils the potential security requirements of KI#4 and shows how the UE can be registered to the onboarding network with the DCS.

This solution provides mutual authentication between the UE and the O-SNPN.

The solution requires presence of the USIM to store public key(s) of the DCS and SUCI generation information.
This solution provides the UE identifier privacy protection by encrypting the UE identifier to SUCI in NAI format using the pre-configured SUCI generation information. Applying the existing UE identifier privacy protection mechanism by omitting the username part from NAI as described in Annex B.2.1.2.2 in TS 33.501[2] is not applicable in this solution as the UE needs to be identified before the TLS connection establishment in the DCS to find information that is required for the TLS connection establishment.

This solution requires the AUSF of the O-SNPN to be able to securely communicate with the DCS. The DCS needs to support deconcealment of SUCI.
*****End of change*****
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